How to Export Public Key from USB Token

Prerequisite:

e USB port should be available in the system.

e Valid e- token should be available.

e Token Driver should be installed on the system. Mainly tokens of Alladin and Rainbow are
supplied by vendors supplying certificates. Hence token driver of correct make should be
installed. If token driver is installed properly in the computer, then Certificate(s) available in
the token will appear automatically in below location in IE.

Internet Explorer > Tools > Internet Options > Content > Certificates > Personal
Process:
Step: 1 Go to the above mentioned location in IE.

Step: 2 Select from the list of certificates appearing in pop up window the Certificate for which the
public key is to Exported.. Then Click on “Export” Button,
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Step 3: Follow the instruction of “Certificate Export Wizard” and save the public key at any location

in the browse screen appearing in step 4 below.

Welcome to the Certificate Export

Wizard
This wizard helps you copy certificates, certificate trust

&al
= store to your disk.

lists and certificate revocation lists from a certificate
=

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Export Private Key
‘fou can choose to expert the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

@ fig, do not export the private key!

Learn more about exporting private keys

Cancel

Export File Format
Certificates can be exported in a variety of file formats.
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File to Export
Specify the name of the file you want to export

Select the format you want to use:

_) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Indude all certificates in the certification path if possible

export is successful

Export all extended properties

Microsoft Serialized Certificate Store (.

Learn more about certificate file formats

File name:
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Then click on finish button. The public key will be imported and stored in the location specified.



